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Key Information on the RFP Response submission:

This Request for Proposal (RFP) is for selection of a consultant to “To conduct an independent
external audit on the compliance and effectiveness of our abidance to the cyber and technology
risk management practices as per the guidelines issued by the Bank of Mauritius ” detailed in
scope, for Bank of Baroda Mauritius Operations in accordance with the supervisory
expectations i.e. Bank of Mauritius.

# Particulars Timeline
RFP Issuance Date 13/09/2024
RFP Co-ordinator & Authority |Siddharth Mahanty
to receive RFP Documents Head -Risk Management
Telephone +230-2081504
Mobile No. +230-58907453
Email id risk.Mauritius@bankofbaroda.com
Address for Proposal | 2" floor,Bank of Baroda,
Submission Risk Management,Territory Office

Sir William Newton Street
Port Louis Mauritius

3 Last Date of Written request | 23/09/2024 till 4:00 p.m.
for any clarifications (Pre-bid | Pre bid queries and responses will be shared on
queries) 25/09/2024 on the website.

4 Last Date of submission of | 11/10/2024 till 4:00 p.m.

RFP response
(Closing Date)

5 Opening of bid 14.10.2024* (Technical Bid) preferable time slot
11:00 am .
*May be changed at the discretion of the bank

6 Date for presentation 15/10/2024* Eligible short-listed bidders may be

invited for a presentation (physical / virtual) on
the Technical Proposal at the discretion of the
Committee. Date for the presentation will be
communicated to the short-listed bidders; the
Bank’s decision will be final in this regard.

*May be changed at the discretion of the bank

7 Opening of | 15/10/2024*. After the completion of the
Technical/Financial Bid presentation, the Financial Proposals of only

those who qualify in Technical Proposal will be
opened. The date for opening of the Financial
Proposal would be communicated separately
only to those bidders who are eligible and
technically qualified.
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*May be changed at the discretion of the bank

8 Execution & Timelines of the | On or before Nov 2024 end along with

project submission of letter to Bank of Mauritius

Definition of Terms used in the RFP:

Following terms are used in the document interchangeably to mean:

1. “Assignment / Job / Engagement” means the work to be performed by the selected
Bidder/respondent/vendor/recipient/consultant pursuant to the Contract.

2. “Bank or BOB” means Bank of Baroda- Mauritius Operations.

3. “BCC” means Baroda Corporate Centre, Bandra Kurla Complex, Mumbai

4. “Day” means a business day.

5. “Personnel / Resources” means professionals and support staff provided by the selected
Bidder.

6. “Proposal / Bid / Tender” means Response to the RFP Document.

7. “RBI” means The Reserve Bank of India.

8. “BOM” means Bank of Mauritius.

9. “Recipient, Respondent, Consultant and Bidder” mean interested and eligible applicants
responding to this RFP to carry out the exercise to enhance the Compliance Framework
for Bank of Baroda's Mauritius Operations in accordance with the supervisory

expectations of both the Bank of Mauritius and the Reserve Bank of India.

10. “Successful/ Selected Bidders” mean the bidder selected as the successful bidder by the
Bank in accordance with this RFP.

Confidentiality

This document is meant for the specific use by the Firms/ person/s interested to participate
in the RFP process. This document in its entirety is subject to Copyright Laws. Bank of Baroda,
Mauritius expects the Firms or any person acting on behalf of the Firms strictly adhere to the
instructions given in the document and maintain confidentiality of information. The Firms will
be held responsible for any misuse of information contained in the document, and are liable
to be prosecuted by the Bank in the event that such a circumstance is brought to the notice
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of the Bank. By downloading the document, the interested party is subject to the
confidentiality clauses.
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1. Introduction

1.1 Introduction

This Request for Proposal (RFP) document has been prepared solely for the purpose of
enabling Bank of Baroda, Mauritius Operations (“the Bank”) for selection of a consultant to “To
conduct an independent external audit on the compliance and effectiveness of our abidance to
the cyber and technology risk management practices as per the guidelines issued by the Bank of
Mauritius “ detailed in scope, for Bank of Baroda Mauritius Operations in accordance with the
supervisory expectations i.e. Bank of Mauritius.

The RFP document is not recommendation, offer or invitation to enter into a contract,
agreement or any other arrangement, in respect of the services. The provision of the services
is subject to observance of selection process and appropriate documentation being agreed
between the Bank and any successful bidder identified by the Bank, after completion of the
selection process as detailed in this RFP document.

The RFP document is intended solely for the information of the party to whom it is issued
(“the Recipient” or “the Respondent”) and no other person or organization.

The Bank, hereby invites proposal from bidders who are interesting in participating in this RFP,
who fulfil the eligibility criteria mentioned under Annexure 3 and are also in a position to
comply with the technical requirements as mentioned in Annexure 3.1.

1.2 Information on RFP

The RFP document contains statements derived from information that is believed to be true
and reliable at the date obtained but does not purport to provide all of the information that
may be necessary or desirable to enable an intending contracting party to determine whether
or not to enter into a contract or arrangement with the Bank in relation to the provision of
services. Neither the Bank nor any of its directors, officers, employees, agents, representative,
contractors, or advisors gives any representation or warranty (whether oral or written),
expressed or implied as to the accuracy, updating or completeness of any writings,
information or statement given or made in this RFP document.

1.3 Disclaimer

Subject to any law to the contrary, and to the maximum extent permitted by law, the Bank
and its directors, officers, employees, contractors, representatives, agents, and advisors
disclaim all liability from any loss, claim, expense (including, without limitation, any legal fees,
costs, charges, demands, actions, liabilities, expenses or disbursements incurred therein or
incidental thereto) or damage, (whether foreseeable or not) (“Losses”) suffered by any person
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acting on or refraining from acting because of any presumptions or information (whether oral
or written and whether express or implied), including forecasts, statements, estimates, or
projections contained in this RFP document or conduct ancillary to it whether or not the losses
arises in connection with any ignorance, negligence, inattention, casualness, disregard,
omission, default, lack of care, immature information, falsification or misrepresentation on the
part of the Bank or any of its directors, officers, employees, contractors, representatives,
agents, or advisors.

1.4 Costs borne by respondents

All costs and expenses (whether in terms of time or money) incurred by the Recipient/
Respondent in any way associated with the development, preparation and submission of
responses, including but not limited to attendance at meetings, discussions, demonstrations,
etc. and providing any additional information required by the Bank, will be borne entirely and
exclusively by the Recipient/ Respondent.

1.5 Recipient Obligation to Inform Itself

The Recipient must apply its own care and conduct its own investigation and analysis
regarding any information contained in the RFP document and the meaning and impact of that
information.

1.6 Evaluation of offers

Each Recipient acknowledges and accepts that the Bank may, in its sole and absolute
discretion, apply whatever criteria it deems appropriate in the selection of bidder not limited
to those selection criteria set out in this RFP document.

The issuance of RFP document is merely an invitation to offer responses to this RFP and must
not be construed as any agreement or contract or arrangement nor would it construe as any
investigation or review carried out by a Recipient. The Recipient unconditionally acknowledges
by submitting its response to this RFP document that it has not relied on any idea,
information, statement, representation, or warranty given in this RFP document.

1.7 Errors and Omissions

Each Recipient should notify the Bank of any error, fault, omission, or discrepancy found in
this RFP document but not later than last date of receiving clarifications.

1.8 Acceptance of terms

A Recipient will, by responding to the Bank’s RFP document, be deemed to have accepted the
terms as stated in this RFP document.
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2. Terms of the RFP Response

2.1 Registration of RFP Response

Registration of RFP response will be affected through the Bank by making an entry in a
separate register kept for the purpose upon the Bank receiving the RFP response in the above
manner. The registration must contain all documents, information, and details required by this
RFP. If the submission to this RFP does not include all the documents and information required
or is incomplete or submission is through e-mail, the RFP is liable to be summarily rejected.

All submissions, including any supporting documents, will become the property of the Bank.
The Recipient shall be deemed to have licensed, and grant all rights to the Bank to reproduce
the whole or any portion of their submission for the purpose of evaluation.

2.2 RFP Validity period

RFP responses/bids must remain valid and open for evaluation according to their terms for
a period of at least 90 business days from the RFP submission date. No Bidder shall be
entitled to withdraw, cancel or revoke its offer within the said period.

2.3 Engagement period

The engagement period is for maximum period of 1 year from date of signing of contract
however the period can be amended with mutual agreement of both parties before execution
of contract. The preliminary findings shall be submitted as per stipulation in guideline and
retesting/validation will be undertaken and evidenced before expiry of engagement period.
The vendor/recipient is liable to retest/re validate gaps post submission of report to Bank of
Mauritius, and resubmit final report before expiry of engagement period.

2.4 Communication on the RFP

Recipients are required to address all communication/ clarifications/ queries if any relating to
the RFP in writing via email on or before the last date of receiving request for Clarification as
per details provided in the RFP. The Bank will try to reply, without any obligation in respect
thereof, every reasonable query raised by the Respondents in the manner specified. Any
changes to the RFP will be communicated as Addendum to the RFP and will be published on
the Bank’s website (https://www.bankofbaroda-mu.com/tenders) under Tenders section.
However, the Bank will not answer any communication initiated by the respondents beyond
the dates provided in “Key Information on the RFP Response Submission”.

The Bank may in its absolute discretion, seek, but under no obligation to seek, additional
information or material from any Respondents after the RFP closes and all such information
and material provided must be taken to form part of that Respondent’s response.
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Respondents should invariably provide details of their email address as any clarifications
required by the Bank against the response to the RFP will only be communicated to the
Respondent via email. If Bank in its sole and absolute discretion deems that the originator of
the query will gain an advantage by a response to a question, then Bank reserves the right to
communicate such response to all Respondents.

The Bank may in its absolute discretion engage in discussion or negotiation with any
Respondent (or simultaneously with more than one Respondent) after the RFP closes to
improve or clarify any response.

2.5 Notification

The Bank will notify only to the selected Respondent/s in writing immediately post completion
of the RFP Evaluation on the outcome of the process. The Bank is not obliged to provide any
reasons for any such acceptance or rejection to other non-selected respondent/s.

2.6 Disqualification

Any form of canvassing/ lobbying/ influence will result in disqualification at the sole discretion
of the Bank.

2.7 Language

The RFP response prepared by the Firm, as well as all correspondence and documents relating
to the RFP exchanged by the Firm and the Bank and supporting documents and printed
literature shall be in the English language only.

2.8 Formats of Bids

The Firms should use the formats prescribed by the Bank in submission of the RFP Response.
The Bank reserves the right to ascertain information from the banks and other institutions to
which the Firms have rendered their services for execution of similar assignments.

2.9 Timeframe

The timeframe has been provided at the start of this document for the overall selection
process. The Bank reserves the right to vary this timeframe at its absolute and sole discretion
and without providing any notice/ intimation or reasons thereof. Changes to the timeframe
will be relayed to the affected Respondents during the process. The time schedule will be
strictly followed. Interested parties are expected to adhere to these timelines. However, the
Bank reserves the right to change the aforementioned timelines.
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2.10 RFP

Response Submission Details

The RFP response document should be submitted to the Bank for evaluation in three separate
sealed covers to the Bank directly as under (Properly Marked)

e ENVELOPE-1 : Eligibility Criteria as per Annexure-3 (1 Hard Copy)
e ENVELOPE-2 : Technical Proposal (2 Copies i.e. Hard Copy and Soft Copy)
e ENVELOPE-3 : Financial Proposal only (1Hard Copy)

Each of the above set (Envelope) of the Proposal must be labelled with the following
information:
“Application for Selection of a consultant to enhance the Compliance Framework detailed
in scope, for Bank of Baroda’s MAURITIUS Operations in accordance with the supervisory
expectations i.e. Bank of MAURITIUS.”

1. Technical/ Financial Proposal as applicable
2. RFP Reference Number and Date
3. Name of the Bidder

IMPORTANT POINTS TO BE NOTED

a) The sealed bid envelopes should be delivered to the RFP Co-ordinator at the postal
address mentioned in the point “Key Information on the RFP Response Submission”. The
Bank has nominated the RFP Co-ordinator to manage the bid process on behalf of the
Bank.

b) All the queries and communication must be addressed to the RFP Co-ordinator from the
Bank.

c) All envelopes should be securely sealed and stamped.

d) All letters must be addressed to the RFP Co-ordinator.

e) Only one submission of the RFP response by each Respondent will be permitted. In case
there are multiple submissions by the same organization, all the bids of the firm will be
rejected. All responses would be deemed to be irrevocable offers/proposals from the
Respondent and may if accepted by the Bank form part of the final contract between the
Bank and selected Respondent.

ENVELOPE 1: (Eligibility Criteria): The requisite certificates and documents supporting the
eligibility criterion should be submitted as per Annexure 3 in Envelope — 1 separately to the
Bank address as specified:

Envelope 1 shall also contain the letter of authorization as per format given in Annexure 2.
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Cut-off date for eligibility criteria is the Date of Publication of RFP.

Sl. Details Support Documents to be submitted

1 The Bidder Firm should not have any adverse | A Suitable undertaking / declaration
remark against the firm with the Regulators / | should be submitted by the firm to this
Statutory Authorities / various Law Enforcing | effect.

Agencies in any jurisdiction.

3 Bidder should have undertaken similar | Satisfactory project completion
assignment in at least 3 banks in MAURITIUS | certificate or purchase order or
in last 5 years. agreement copy

4 Bidder should have a full-fledged office in | Details to be provided for office in
MAURITIUS for at least last five years. Mauritiusi for last five years.

5 Bidder should have well qualified and skilled | Detail team profile with their education
employee and those have minimum 3-year | qualification and experience details.
experience in compliance policy drafting

All the supporting documents needs to be

submitted duly indexed / numbered

sequentially in the above order with respective eligibility criteria.

The quotations should clearly indicate all-inclusive per service fee for each type of

activity to be performed and such fees should include all the expenses such as staff

cost, transportation, deployment of resources and any other cost involved in delivering

such service. No additional payment other than the mentioned fees will be paid by the

bank.

Only Bidders that fulfil ALL the eligibility criteria as mentioned above will be eligible to
participate in this Bid. The Bidder should submit their responses along with documentary
evidence and self-declaration, as required for the above eligibility criteria. Proposals of those
bidders, who do not fulfil any of the eligibility criteria as stated in full, will be summarily
rejected. Firms fulfilling the eligibility criteria as laid out above will proceed to the next stage
of the Technical Evaluation. The Bank’s discretion on ‘Eligibility Criteria’ is final.

ENVELOPE - 2: Technical Proposal - 1 Hard Copy and Soft Copy

RFP to conduct an independent external audit on the compliance and effectiveness of our abidance to the cyber and technology risk management
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The Technical proposal should be submitted in the form of one hard copy and one soft copy.
Hard Copy should be placed in a sealed envelope super-scribed as “TECHNICAL PROPOSAL”.
Soft Copy should be submitted in a (PDF format).

The Technical Proposals should be complete in all respects and should contain all information
as specified in the RFP, with the exclusion of the Financial Proposal. The Technical Proposal

should not contain _any price information; any Firms disclosing the Financial Proposal

information in the Technical Proposal will be summarily rejected. One hard copy of the
Technical Proposal should be submitted and one soft copy (both in one closed envelope to the
Bank marked as Hard Copy and Soft Copy respectively). The Technical Proposal should indicate
the ideas, solutions and processes suggested in ‘Scope of Work'.

All the relevant pages of the proposal are to be numbered and signed by an authorized
signatory on behalf of the Firm. The number should be a unique serial number across the
document. The Bidder should provide documentary evidence of the authorised signatory for
the purpose of this RFP.

The RFP response shall be in the English (preferably) / Arabic (bilingual) language. The contact
name, email ID and telephone numbers (mobile & landline) of the Firm shall also be indicated
on the sealed cover.

ENVELOPE - 3: Financial Proposal (Only 1 Hard Copy)
The Financial Proposal needs to be provided in the template provided in Annexure 7. The

Financial Proposal should be submitted in the form of one hard copy only. Hard Copy should
be placed in a sealed envelope super-scribed as “FINANCIAL PROPOSAL For Selection of a
consultant to enhance the Compliance Framework detailed in scope, for Bank of Baroda’s
MAURITIUS Operations in accordance with the supervisory expectations i.e. Bank of
MAURITIUS.”.

The Financial Proposal and Technical Proposals must be submitted separately in different

envelopes. It is reiterated that if any envelope is found to contain both Technical and Financial

Proposals, such offers will be rejected by the Bank. Offer should not be conditional in any

manner; any conditional Financial Proposal responses shall be rejected by the Bank.

Pre- Bid Queries:

The Bidder should carefully examine, understand the scope and terms and conditions of the
RFP and may seek clarifications, if required. The bidders in all such cases, seek clarification in
writing in advance, in the same serial order of the RFP by mentioning the relevant Page
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number and clause number of the RFP. All communications regarding points requiring
clarifications on doubts, if any, shall be given in writing to the RFP Co-ordinator by the
intending bidders before the timelines specified.

2.10.1 Format for Technical Proposal

The Technical Proposal should be made in an organized, structured and neat manner.
Brochures/ leaflets should not be submitted in loose form. The format for submission of the
Technical Proposal is as follows:

Offer covering letter as per Annexure 1

Declaration as per Annexure 3.1

Approach, Methodology and Work plan as per Annexure 4
Proposed Team Profile as per Annexure 5

Proposed List of Key personnel as per Annexure 6
Undertaking as per Annexure 8

Conformity with Hard Copy Letter as per Annexure 9
Conformity Letter as per Annexure 10

W oo NPk WN R

A copy of the RFP along with the addendum duly putting the seal and signature on all the
pages of the document for having noted contents and testifying conformance of the
terms and conditions, should be included in Envelope-2.

2.11 Financial Proposal

The Financial Proposals should contain all relevant price information and should not contradict
the Technical Proposal in any manner. There should be no hidden costs for items quoted. The
offer must be made in MUR only and the offer should include all applicable taxes and other
charges, i.e. VAT etc. The Bank is not responsible for the arithmetical accuracy of the bid.

The Firm will have to ensure all calculations are accurate. The Bank at any point in time for
reasons whatsoever is not responsible for any assumptions made by the Firm. The Bank at a
later date will not accept any plea of the Firm or changes in the commercial offer for any such
assumptions.

Applicant should quote fees as per the format provided by the Bank while submitting the
Financial Proposal as per Annexure 7.
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3. Terms of Reference

3.1 Introduction and Overview

Bank of Baroda, a body corporate constituted under the Banking Companies (Acquisition &
Transfer of Undertakings) Act 1970 of India, having its Corporate Office at C-26, G-Block,
Bandra Kurla Complex, Bandra East, Mumbai — 400051 (hereinafter referred to as the “Bank”)
and having its MAURITIUS Operations since 19620with -08- Branches in Mauritius (which
expression unless repugnant to the context or meaning thereof shall mean and include its
successors and assigns), intends to issue this bid document, hereinafter called RFP, to eligible
Consultancy Firms, hereafter called as “Bidders or Firms” to participate in the competitive
bidding Selection of a consultant ‘To conduct an independent external audit on the compliance
and effectiveness of our abidance to the cyber and technology risk management practices as per
the guidelines issued by the Bank of Mauritius’ , for Bank of Baroda MAURITIUS Operations .

3.2 Purpose

The Bank, for this purpose, invites proposals from competent consultancy firms who are
interested in participating in this RFP and must fulfil the eligibility criteria mentioned under
Annexure 3 and also in a position to comply with the technical requirement mentioned and
submit the required proposal as per the RFP. Apart from the above, the Firm must also agree
to all our terms & conditions mentioned under this RFP.

3.3 Project Scope

This RFP is floated for selection of a consultant to enhance the Compliance Framework for
Bank of Baroda MAURITIUS Operations in accordance with the supervisory expectations i.e.
Bank of MAURITIUS.

The scope of work for this project consists of the following key phases:
1. Governance
Evaluate the effectiveness of the senior management in mitigating the Cyber and
Technology Risks.

2. Adequacy of infrastructure to identify cyber and technology risks
Assess the bank’s preparedness on infrastructure capabilities.

3. Protection, Detection, Response and Recovery
Assess the bank’s ability to respond, realign & reimagine its risk strategies for
operational resilience.

4, Assurance and testing
The validation of the adequacy and efficacy of testing procedures including third
party management.

RFP to conduct an independent external audit on the compliance and effectiveness of our abidance to the cyber and technology risk management
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5. Situational awareness, Learning and evolving
Evaluate the training programs & risk posture of the bank

6. Reporting & Transitional requirements
Assess the bank’s reporting capabilities and efficacy (including physical security).

Assess the adherence by the bank on disclosures converging with timelines
1.1.1 Domain 1 - Governance

The selected partner must address the Governance domain, which encompasses the following areas. For a
comprehensive list of requirements, please refer to the Guideline on Cyber and Technology Risk Management

available on the Bank of Mauritius website:

e Culture and Awareness: The board and senior management must actively foster a robust
culture of awareness regarding cyber and technology risk management throughout the
institution.

e Expertise and Experience: Collectively, the board and senior management must possess
and continuously update adequate expertise and experience in cyber and technology risk
management.

e Board Composition:

o The board must include at least one independent or non-executive director
with relevant experience in cyber/technology matters.

o For Domestic Systemically Important Banks (D-SIBs), the board must include at
least two such directors.

o Branches of foreign banks with a local advisory board must ensure the inclusion of

at least one member with relevant cyber/technology expertise.

o Technology Strategy: Ensure the establishment and maintenance of a
comprehensive technology strategy and relevant cyber and technology risk
management framework aligned with the business strategy of the institution.

e Board Responsibilities:

o Annually review and approve the technology strategy, cyber and technology risk
management strategy, framework, and related policies.

o Develop and approve a cyber and technology risk appetite and tolerance statement.

o Receive regular reports on material cyber and technology incidents, the evolving
threat landscape, internal and external audit findings, and the effectiveness of the
risk management framework.

o Ensure cyber and technology risk management discussions occur at board and sub-
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committee meetings.

Appoint a senior officer as Chief Information Security Officer (CISO).

Oversee the cyber and technology risk management functions and promote a
culture of resilience.

D-SIBs Cyber/Technology Risk Committee: Establish a sub-committee for oversight
of technology strategy, cyber and technology risk management strategy, and
critical projects, receiving and reporting regular updates to the board.

Delegation: Financial institutions other than D-SIBs may delegate roles to the Risk
Management Committee or a relevant sub-committee, which must report

quarterly to the board.

e Senior Management Responsibilities:

O

Implement the technology strategy and cyber and technology risk
management framework.

Ensure risk levels align with the board-defined risk appetite and tolerance.

Define roles, develop performance metrics, and monitor risks.

Regularly review and update the technology strategy and risk management
framework.

Monitor the threat landscape and adjust strategies accordingly.

Ensure effective cyber and technology risk awareness and training programs for

staff and board members.

e CISO Responsibilities:

O

O

O

Develop and implement the cyber and technology risk management framework.

Provide quarterly reports to the board and relevant sub-committees.

Support the board and senior management on cyber and technology risk
management matters.

Monitor compliance, oversee third-party service providers, and investigate
cyber incidents.

Ensure ongoing monitoring of the threat landscape and staff training.

Foreign Bank Branches/Subsidiaries: May assign CISO responsibilities to a senior
officer who reports to the group or regional CISO, ensuring compliance with

guidelines and adequate oversight.

e Technology Strategy: Develop a board-approved strategy incorporating organizational

objectives, departmental inputs, project timelines, and budgets.

e Cyber/Technology Risk Management Strategy:

RFP to conduct an independent external audit on the compliance and effectiveness of our abidance to the cyber and technology risk management
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e Maintain a board-approved strategy and framework aligned with industry best practices.

e Ensure the framework aligns with business and technology strategies, risk appetite,
and evolving threats.

e Regularly review and update policies, procedures, and controls.

e Control Functions: Ensure compliance, risk, and internal audit functions have the expertise
and resources to provide independent assurance on the cyber and technology risk

management framework.

1.1.2 Domain 2 — |dentification of Cyber and Technology Risks

The selected partner must address the Identification of Cyber and Technology Risks domain, which
encompasses the following areas. For a comprehensive list of requirements, please refer to the Guideline on

Cyber and Technology Risk Management available on the Bank of Mauritius website:

e Framework Implementation: Verification of the implementation of a robust framework for
identifying cyber and technology risks.

e Asset ldentification and Documentation: Assessment of processes to ensure that all
functions, roles, processes, assets (including those involving third-party service providers),
and network system components are identified, classified, and documented.

e Criticality and Sensitivity Rating: Evaluation of the methodology used to rate the criticality
and sensitivity of individual/system accounts, information assets, and other information
systems.

e Inventory Maintenance: Review of the maintenance of a detailed inventory of all individual
and system accounts, cyber/technology services, key roles, processes, information assets,

third-party service providers, and interconnections, along with their criticality ratings.

e Regular Risk Assessments: Examination of the regular risk assessments conducted,
considering critical services, roles, processes (including those involving third-party service
providers), information assets, and connection points.

e Assessment of New Implementations: Analysis of risk assessments performed for new
products, services, technologies, projects, or connection points, and in response to new
information affecting cyber and technology risks.

e Network System Mapping: Inspection of up-to-date network system maps, including all
servers, routers, wireless networks, security devices, interconnections, and external
connection points, as well as dependencies and data flows with connected information

assets.
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e Risk from Interconnections: Identification and management of cyber and technology risks
arising from or posed to interconnections, ensuring coordination with relevant
interconnected entities to enhance overall resilience.

e Access Rights Documentation: Verification of comprehensive documentation of all
individual and system accounts, including privileged and remote access accounts, to track
access rights to information assets.

e Regular Updates and Reviews: Confirmation of regular reviews and timely updates to
ensure risk assessments remain accurate and up-to-date.

e Information Exchange Security: Assessment of risk management practices for the exchange
of information with customers and third parties, ensuring confidentiality, integrity, and
availability of data during such exchanges.

e Implementation of Security Features: Evaluation of security features implemented in line
with the sensitivity and business criticality of data being exchanged.

e Automated Tools Utilization: Encouragement and review of the use of automated tools for
centralized asset inventory management, identity and access management, and

identification of emerging risks.

1.1.3 Domain 3 — Protection

The selected partner must address the Protection domain, which encompasses the following areas. For a
comprehensive list of requirements, please refer to the Guideline on Cyber and Technology Risk Management

available on the Bank of Mauritius website:

e Control Implementation and Design
o Implement robust security controls for system continuity, availability,

confidentiality, integrity, and information security.

o Develop controls covering logical, physical, people, and third-party security.

o Regularly assess controls against evolving cyber risks using international standards
and best practices.

o Integrate cyber resilience in systems planning, implementation, and
procurement stages.

o Conduct regular reviews and audits of information security management systems.

e Network and Infrastructure Management
o Establish secure network boundaries and segmentation based on risk profiles.
o Define baseline security requirements for information systems and remote

access devices.
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Use secure network protocols and encrypted connections for data confidentiality
and integrity.

Ensure redundancy, reliability, and non-repudiation in online financial systems.
Implement defense-in-depth security architecture and maintain up-to-date

network diagrams.

e Logical Security Management

O

O

O

@)

O

Restrict logical access based on least privilege and need-to-know principles.
Manage access privileges with policies for timely adjustments and revocations.
Secure APIs with comprehensive key management and encryption standards.
Monitor and log activities related to privileged access and critical systems.

Implement strong authentication processes and controls for privileged users.

e Encryption and Other Cryptographic Materials

@)

O

@)

Apply encryption controls according to recognized standards and data criticality.
Safeguard encryption keys and cryptographic materials with strict access controls.
Ensure segregation and secure management of keys if managed by third-party

providers.

e Physical Security Management

O

Protect premises, sensitive areas, and data centers from unauthorized access
and hazards.

Control and log physical access to information systems and critical assets.
Maintain CCTV monitoring and alarms for critical systems outside IT

department control.

e Change and Patch Management

Establish policies and procedures for prioritizing and classifying changes.

Implement patch management processes for timely deployment of security patches.
Test patches and changes thoroughly before deployment and maintain

rollback strategies.

e Define recovery plans and processes for emergency modifications.

e Technology Refresh Management

O

Financial institutions must avoid using outdated and unsupported hardware
and software, including legacy technologies.
Develop a plan to replace outdated and unsupported hardware/software nearing

end of support.

e Risk Evaluation and Reduction:
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o Conduct a risk evaluation of outdated technologies and develop a risk reduction
plan approved by the board.
e Regular Vulnerability Scanning:
o Ensure regular scanning of outdated and unsupported hardware/software for
vulnerabilities.
e People Management
o Ensure all staff, contractors, and service providers are competent to handle
assigned roles and technology risks.
o Conduct appropriate background checks and fit and proper tests on staff and
contractors commensurate with data criticality.
e Monitoring of Behaviour Patterns:
o Monitor physical and logical behaviour patterns (e.g., network use patterns)
for critical information assets to detect anomalous activities.
e Innovation in Threat Detection
o Financial institutions are encouraged to use innovative solutions (e.g., data
analytics, machine learning, Al) for real-time threat detection and response.
e Third-Party Service Providers
o Due Diligence:
o Conduct due diligence on third-party service providers before engagement,
documented and approved.
e Risk Management of Third-Party Providers:
o Evaluate third-party service providers’ risk management, internal controls, and
Information security capabilities.
o Ensure contracts include provisions for cybersecurity, data protection,
confidentiality, audit rights, and continuity of service.
o Implement security controls equivalent to or stricter than those for on-
premises assets for third-party connections.
o Conduct periodic risk assessments and audits of third-party service providers.
e Data Hosting Outside Mauritius:
o Conduct due diligence on countries hosting customer information, ensure legal
compliance, data protection, and jurisdiction considerations.
e Secure Coding and Application Development
o Implement secure coding, source code review, and application security testing,
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adhering to international standards for critical applications.
e Policy on Open-Source Software:
o Develop policies for reviewing and testing open-source and third-party
software before integration.

1.1.4 Domain 4 — Detection

The selected partner must address the detection domain, which encompasses the following areas. For a
comprehensive list of requirements, please refer to the Guideline on Cyber and Technology Risk

Management available on the Bank of Mauritius website:

Monitoring and Detection Mechanisms
o Monitor internal and external variables using signature-based monitoring for
known vulnerabilities and behaviorally-based detection mechanisms.

Baseline Profile of User/Device Activities:

o ldentify, record, and consider baseline profiles of user and device activities based

on risk assessments to detect deviations such as anomalous activities.

Monitoring for Phishing Campaigns:
o Actively monitor and detect phishing campaigns targeting the financial institution

or its customers.

Electronic Delivery Channels:
o Establish a real-time monitoring system to detect suspicious or fraudulent
transactions.
o Implement a notification system for transactions above a certain limit and high-risk

transactions to customers, including transaction details.

e Monitoring User Activity and Cyber Risks:

o Monitor user activity, exceptions, cyber and technology risk events,
connections, external service providers, devices, and software for unusual
behavior.

e Regular Review and Enhancement:

o Regularly review and enhance the effectiveness and appropriateness of

detection capabilities and provide relevant training to staff.
e Identification of Warning Signs:

o Identify warning signs to detect cyber and technology incidents and determine

if breaches have occurred.

e Defence-in-Depth Strategy:
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o Implement a defence-in-depth strategy with multi-layered detection
controls covering individuals, procedures, and technologies.
e Adaptability and Cooperation:
o Track cyber and technology incidents, promptly change security controls, and
collaborate with stakeholders.

Encouraged Practices

e Security Operations Centre (SOC) or Equivalent:
o Establish a SOC or equivalent for tracking and detecting anomalous activities
and events.
e Automated Systems and SIEM:
o Design and implement automated systems (e.g., SIEM) and processes to capture,
centralize, compare event information, and perform log analysis to monitor the

risk environment.

1.1.5 Domain 5 — Response and Recovery

The selected partner must address the response and recovery domain, which encompasses the following
areas. For a comprehensive list of requirements, please refer to the Guideline on Cyber and Technology Risk

Management available on the Bank of Mauritius website:

Business Continuity Plan (BCP)

Identification of Critical Services and Assets:

o Identify critical services, key roles, processes, information assets, and third-party

service providers.

e Recovery Objectives:
o Define recovery point objectives (RPO) and recovery time objectives (RTO).
e Scenario Planning:
o Consider extreme but plausible scenarios of cyber and technology incidents
impacting systems.
e Business Impact Analysis:
o Conduct business impact analyses to assess the quantitative and qualitative impact
of scenarios.
e Recovery and Response Plans:
o Develop specific plans to safeguard critical assets, maintain services, and
achieve recovery objectives based on different scenarios.

e Skills and Training:
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o Ensure recovery and response teams have necessary skills, experience, and
training for addressing incidents.
e Detection Parameters:
o Define parameters for detecting incidents triggering recovery and response plans.
e Third-Party Providers:
o Ensure adequacy of third-party service provider recovery and response plans.
e Continuity Measures for Third-Party Failures:
o Implement continuity measures to mitigate impacts from failures of third-party
service providers.
o Disaster Recovery Sites:
o Establish geographically separated disaster recovery sites, regularly maintained
and tested for continuity.
e Dual Connectivity and Redundancy:
o Ensure dual connectivity between main premises, disaster recovery sites, and
alternate data centers using distinct Internet Service Providers and network paths.
e Post-Incident Investigation and Integration:
o Conduct post-incident investigations, implement measures to prevent recurrences,
and integrate findings into the risk management framework.
e Annual Review:
o Review scenarios, business impact analyses, and recovery plans annually to adapt
to evolving threat landscapes and changes in objectives.

Response and Recovery Plan (RRP)

e Incident Response Team Identification:
o ldentify essential staff and external stakeholders for incident response and
alert mechanisms.
e Policies and Procedures:
o Define policies, procedures, roles, and responsibilities for responding to
and recovering from cyber and technology incidents.
e Focus on Critical Business Operations:
o Prioritize recovery of critical business operations, supporting processes, and
information assets to mitigate operational impacts.
e Escalation Criteria:

o Establish criteria for escalating incidents to board or senior management based on
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risk assessments.
e Incident Investigation:
o Conduct thorough investigations upon incident detection to determine nature and
extent of damage.
e Immediate Actions:
o Take immediate actions to prevent further damage and contain incidents.
e Elimination of Incident Components:
o After containment, eliminate incident components through system remediation
and analysis.
e Stakeholder Communication:
o Include details of internal and external stakeholders, with specific information
sharing and reporting requirements and timeframes during emergencies.
e Accessibility:
o Ensure the response and recovery plan is readily accessible to relevant staff during
emergencies.
Data Integrity, Forensic Readiness
e Data Integrity (BCP):
o Store backup information securely at alternate sites, with protective controls, and
ensure timely and effective restoration.
e Forensic Readiness (BCP):
o Establish procedures for collecting, handling, and securely storing digital evidence

and logs, ensuring staff training and periodic review.

1.1.6 Domain 6 — Assurance and Testing

The selected partner must address the assurance and testing domain, which encompasses the following
areas. For a comprehensive list of requirements, please refer to the Guideline on Cyber and Technology Risk

Management available on the Bank of Mauritius website:

Assurance and Testing Programs
e Nature and Frequency of Reviews:

o Reviews and tests must align with the evolving threat landscape, criticality and
sensitivity of information assets, consequences of security incidents, risks in non-
enforceable environments, and frequency and materiality of changes to
information assets.

e Reporting Results:
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o Results of reviews, audits, and testing exercises must be reported to the board or

designated sub-committees and senior management.
e Approval and Review of Programs:

o Assurance and testing programs (excluding internal audit) must be reviewed and
approved by the board or designated sub-committees at least annually or when
there are material changes to information assets or the business environment.

Control Functions
e Compliance Function:

o Ensure adherence to applicable laws, rules, and regulations through periodic

reviews. Risk and Internal Audit Functions:

o Conduct periodic reviews of cyber and technology governance and risk
management frameworks to ensure compliance, effectiveness, and mitigation of
cyber risks.

e Review Frequency:

o Review frequency should be commensurate with the criticality and risk of
information assets, functions, or processes, covering all aspects within a three-year
period.

External Independent Audit
e Governance and Risk Management Frameworks Audit:

o Conduct periodic audits of governance and cyber technology risk management
frameworks against guideline requirements and industry standards.

o Annual coverage for critical systems, services, infrastructures, and electronic
delivery channels; two-year cycle for D-SIBs and three-year cycle for other financial

institutions.

e Branches and Subsidiaries:

o Branches and subsidiaries of foreign banks may rely on parent bank audits but
must demonstrate oversight and control over audit scope, findings, and risk
mitigation plans.

o Testing

o General Testing Requirements:

o Testing must be conducted by appropriately skilled and functionally
independent specialists (internal or external).

o Includes vulnerability assessment, scenario-based testing, penetration testing,
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and red team testing.
Specific Testing Types
e Vulnerability Assessment (VA):
o Regular VA to identify and address security vulnerabilities based on criticality
and exposure.
o Annual VA by independent specialists for critical systems, services, and
infrastructures.
e Scenario-based Testing:
o Conducted annually or upon major threat landscape changes to validate response,
recovery, and communication plans against cyber threats.
e Penetration Testing:
o In-depth evaluation of cyber defenses with black box and grey box testing.
o Annual testing for systems accessible from the internet or critical
infrastructure; immediately after major updates.
e Red Team Testing (for D-SIBs):
o Validate effectiveness of cyber defense and response plans against prevalent cyber
threats.
o Encouraged for other financial institutions based on regulatory requirement or

necessity.

1.1.7 Domain 7 — Situational Awareness

The selected partner must address the situational awareness domain, which encompasses the following
areas. For a comprehensive list of requirements, please refer to the Guideline on Cyber and Technology Risk

Management available on the Bank of Mauritius website:

Cvyber and Technology Threat Intelligence

e Consideration of Threats:
o Evaluate threats to confidentiality, protection, privacy, integrity, availability of
data, and potential damage to reputation.
e Comprehensive Threat Analysis:
o Include threats in threat analysis that could trigger extreme but plausible cyber

and technology events, even if they are considered unlikely or unprecedented.

e Integration of Information:
o Analyze cyber and technology threat landscape information alongside internal and

external business and system data to anticipate and prepare against cyber-attacks.
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e Source of Threat Intelligence:

o Include threat information from the financial institution itself, interconnected
counterparties, and other financial institutions, covering both successful incidents
and near misses.

e Utilization of Threat Intelligence:

o Make threat intelligence available to appropriate staff responsible for developing
the strategic cyber and technology risk management framework.

o Ensure all mitigation measures against cyber and technology risks are informed by
threat intelligence.

Information Sharing

e Establishment of Communication Policy:

o Develop a communication policy that includes establishing a trusted
communication channel for timely sharing of information with relevant
stakeholders, including regulatory authorities like the Bank.

e Types and Conditions of Information Sharing:

o ldentify the types of information to be shared, such as threat intelligence, incident
reports, and vulnerabilities.

o Define conditions under which information will be shared, ensuring compliance

with legal, regulatory, and confidentiality requirements.

1.1.8 Domain 8 — Learning and Evolving

The selected partner must address the Learning and Evolving domain, which encompasses the following
areas. For a comprehensive list of requirements, please refer to the Guideline on Cyber and Technology Risk

Management available on the Bank of Mauritius website:

Gathering Information and Monitoring

¢ Information Gathering:
o Collect information on vulnerabilities and cyber incidents both internally within the
financial institution and externally, including successful intrusions and near misses.
e Analysis of Information:
o Analyze gathered information to assess its impact on the cyber and technology risk
management framework.
o Review and update the framework based on the analysis to ensure effectiveness.
e Monitoring Technological Developments:

o Monitor technological advancements and developments in cyber and technology
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risk management processes.
Implement relevant advancements to counter existing and emerging

threats effectively.

e Communication and Circulation:

O

Distribute pertinent cyber and technology security materials to staff as

needed, especially prompted by actual cyber and technology events.

e Effectiveness Indicators:

O

Establish and regularly monitor indicators to measure the effectiveness of the

cyber and technology risk management framework.

e Progress Monitoring:

O

Monitor progress in developing and enhancing the cyber and technology risk
management framework.
Optionally, implement a maturity model to track and document progress towards a

more mature framework.

Analysis and Proactive Approach

e Analysis of Findings:

O

Analyze findings from audits, incidents, near misses, tests, exercises, and
intelligence (external/internal) to identify correlations.
Use correlations to enhance the effectiveness of the cyber and technology

risk management framework.

e Proactive Approach:

O

Encourage a proactive approach to cybersecurity practices by predicting

and anticipating future events based on current information and trends.

Security Awareness and Training

e Development of Programme:

O

Develop a robust cyber and technology security awareness and training
programme for all staff, including senior management and the board.

Conduct awareness programmes at least annually, covering detection and
response to cyber and technology incidents, and outlining existing and emerging
vulnerabilities and threats.

Include cybersecurity awareness and training in the onboarding programme for

new staff.

e Specialised Training:
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o Ensure appropriate awareness and training programmes are in place for staff
directly involved in cybersecurity and technology risk management.
e Regular Review and Updates:
o Regularly review the awareness and training programme to incorporate the latest
information and updates in cybersecurity.
e Effectiveness Validation:
o Regularly validate the effectiveness of the awareness and training programme

through assessments and feedback mechanisms.

1.1.9 Domain 9 — Reporting Requirements

The selected partner must address the Reporting Requirements domain, which encompasses the following
areas. For a comprehensive list of requirements, please refer to the Guideline on Cyber and Technology Risk

Management available on the Bank of Mauritius website:

Reporting Findings of Audits, Assessments, and Testing Exercises

e Submission Timeline:
o Financial institutions must submit the findings of all audits, assessments, and
testing exercises to the Bank within 90 days from the date of completion of each

respective exercise.

e Remediation Plan:
o Alongside the findings, include a remediation plan outlining steps to
address identified issues and vulnerabilities.

Reporting Cyber and Technology Events and Incidents

e Reporting Requirements:
o Financial institutions are required to report cyber and technology events and
incidents to the Bank.
o Reports must be submitted in the manner and format prescribed by the Bank.

Sharing Cyber and Technology Threat Intelligence

e Threat Intelligence Sharing:
o Financial institutions must share cyber and technology threat intelligence
information with the Bank.
o Information sharing should follow the specific manner and format guidelines set

forth by the Bank.

1.1.10 Domain 10 —Transitional Arrangements
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The selected partner must address the Transitional Arrangements domain, which encompasses the following
areas. For a comprehensive list of requirements, please refer to the Guideline on Cyber and Technology Risk

Management available on the Bank of Mauritius website:

Compliance Assessment and Gap Identification

e Assessment of Compliance:

o Financial institutions must assess their compliance with the standards outlined in
the guideline.

o ldentify any gaps between their current practices and the requirements specified
in the guideline.

e Addressing Identified Gaps:

o Financial institutions must promptly address any gaps identified, especially those
related to critical processes, functions, systems, services, infrastructures, and other
assets.

e Reporting Requirements

o Submission of Penetration Testing and Vulnerability Assessment Findings:

o Financial institutions are required to submit a report to the Bank by end-November
2023.

o This report should include findings from penetration testing and vulnerability
assessments conducted on critical systems, services, infrastructures, and other
assets by independent specialists.

o Include a remediation plan outlining steps to address identified vulnerabilities.

Gap Analysis Report and Remediation Plan:

o Financial institutions must submit a board-approved gap analysis report to the
Bank by end-January 2024.

o The report should cover gaps identified against the guideline's requirements.

o Include findings from penetration testing and vulnerability assessments.

o Provide a remediation plan with clear timelines and milestones to address
identified gaps.

Compliance Deadline

e Full Compliance Deadline:
o Financial institutions must ensure full compliance with all provisions of the
guideline by end-June 2024.

External Independent Audit
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e Audit of Cyber and Technology Risk Management Framework:
o Financial institutions are required to have their cyber and technology risk
management framework audited by an external independent assessor.
o Submit the audit report to the Bank by end-November 2024.
o The report should assess the institution's compliance with the guideline,
effectiveness of the cyber and technology risk management framework, and

maturity against relevant external benchmarks.

1.2  Training

Bank of Baroda Mauritius is also seeking proposals along the request for an external audit on the
guideline for Cyber and

Technology Risk Management . Our goal is to enhance our security posture and ensure compliance
with industry standards and regulatory requirements. Specifically, we request training on either
the FFIEC Cybersecurity Assessment Tool (CAT), which provides a process for assessing
cybersecurity, we are interested in training on ISO/IEC 27001 standards for establishing an
information security man- agement system (ISMS), or the NIST Cybersecurity Framework (NIST
CSF), focusing on identifying, protecting, detecting, responding, and recovering from cyber threats,
would also be valuable.

Furthermore, we are considering training on the Basel Committee on Banking Supervision (BCBS)
Guidelines for effective cyber risk management. Understanding and complying with the General
Data Protection Regulation (GDPR) is also critical for us, particularly in protecting and managing
data privacy. Proposals should specify which of these frameworks or standards the training will
cover, ensuring it aligns with our specific needs and objectives.

The service provider should include these training programs as a separate line item in their pricing
schedule, detailing all associated costs to ensure complete transparency.

1.3  Revalidation of Findings and Uncompliant Controls

The service provider is tasked with conducting a thorough revalidation of identified findings to
ascertain their compliance status. This process involves reviewing each finding in detail to ensure
accuracy and completeness. It includes analysing root causes to understand why non-compliance
occurred, assessing potential impacts on the institution's cyber and technology risk management,
and providing precise recommendations for corrective actions. The revalidation aims to confirm
the effectiveness of any remedial measures taken, ensuring alignment with regulatory
requirements and fostering continuous improvement in compliance practices.

1.4 Deliverables

The service provider should submit the below documents upon completion of the
exercise/assignment:

a) Audit Report: A comprehensive document outlining the scope of the audit, methodology
used, findings, conclusions, and recommendations. This report must detail any identified

non- compliance with the regulatory requirements along with suggestions for corrective
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actions.

b) Executive Summary: A concise overview summarizing the key findings and
recommendations from the audit report. It is targeted to the senior management and
stakeholders with a quick understanding of the audit outcomes.

c) Letter for the Regulator: A letter should be prepared specifically for the Bank of Mauritius,
summarizing the results of the exercise and including any recommendations necessary.

d) Presentation of Findings: An oral presentation or meeting with key stakeholders, such as
the board of directors or audit committee, to discuss audit findings, conclusions, and

recommendations in person.

Follow-Up Report: If necessary, a follow-up report will be required to track the status
of previously reported audit findings and management's progress in implementing
recommended actions.

The Bidder will submit stage-wise project implementation timelines along with the bid.

The Risk department of the Bank will carry out need-based review and checking of
each step of the captioned scope of work and take approvals from the authority
concerned in the Bank to move to the next step/process if required.

4. Evaluation process

4.1 Opening of Technical Proposal

Technical Proposals received within the prescribed date and time will be opened on the date
and time specified in this RFP document.

4.2 Preliminary Scrutiny

The Bank will scrutinize the offers received to determine whether they are complete and as
per RFP requirement, whether technical documentation as asked for and required, to evaluate
the offer has been submitted, whether the documents have been properly signed and
whether items are offered as per the RFP requirements. The Bank will inform the date, time
and venue of presentation to the eligible firms.

The proposals received by the Bank will be technically evaluated to arrive at the technical
scoring as per the scoring methodology specified below under the TECHNICAL PROPOSAL
EVALUATION CRITERIA. The Bids which are securing the technical score of 80 or more marks
out of a total of 100 marks are considered as technically qualified and only those technically
qualified Bids will be further processed to find “Highest scoring Firms” as per evaluation
methodology under TECHNO COMMERCIAL EVALUATION CRITERIA. The Bank however retains
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the right to lower the cut off score if adequate number of bids does not qualify with the
minimum score specified above.

During the Technical Proposal Evaluation Process, bank may ask for presentation from the
eligible Firms and during the course of the presentation, the Bank has the right to interview
the personnel, to decide to deploy in the assignment or not. The Bank reserves the right to
review the decision of empanelment of the consultancy firms at any point of time.

4.3 Technical Proposal evaluation criteria

Bank may call for a presentation before the Selection Committee of the Bank by the eligible
firms on their understanding of the key deliverables, proposed methodology and approach to
be adopted for the Bank and the proposed team. The technical capabilities and competence
of the Firm should be clearly reflected in the write-up. The date and time of the presentations,
if required will be notified by the Bank; no changes in the schedule will be entertained
thereafter.

Based on the details submitted by the Firms in the Technical Proposal and the write up /
presentation, made by them before the Selection Committee of the Bank, the Technical
Evaluation of the eligible Firms will be carried out as furnished below:

Maximum
No. [Particulars Eligible
Marks
1 Overall Profile of the firm
1.1 i Number of years in business of providing consultancy services 20
More than 20 yrs- 20 marks
More than 15 yrs upto 20 yrs-15 marks
More than 5 yrs upto 15 years-10 marks
Less than 5 years-5 marks
Past Experience
2.1 |[Number of clients served since May 2023 for similar assignment/department. 30
i 5 or more — 15 Marks
ii. More than 3 but less than or equal to 5 — 10 Marks
iii. Less than 3 — 05 Marks
Understanding of the scope & proposed approach
3.1 |Understanding of the scope of the assighnment demonstrated in the response to 30
the RFP, Technical approach & Methodology (Bidder should submit a write-up
showing the approach & methodology for the mentioned scope of the work).
Bidder to present the approach to the bank committee (power point
presentation)
(Subjective and score to be decided by the Bank based upon response to the RFP)
4 Technical Profile
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4.1  |Experience of the key personnel .Subject matter expertise etc. 20
(Marks to be assigned by an Internal Committee based on the methodology, work
plan & presentations)

Total 100

For Commercial/Price Bid:

The firms are expected to quote Price MUR for the professional services excluding VAT. Taxes/
VAT shall have to be quoted separately. It may be noted that the Bank will not pay any other
amount and other expenses like travel and accommodation etc. except the agreed
professional fee and applicable VAT. The Bank will pay the VAT as per the rate applicable at
the time of making payment. The firm shall take into account all conditions and difficulties
that may be encountered during the course of assignment while quoting their fee.

4.3.1 Techno-commercial evaluation criteria

This will be a techno commercial evaluation and accordingly the technical evaluation will have
80% weightage and Commercial evaluation shall have 20% weightage. These weightages shall
be taken into consideration for arriving at the Successful Firms. The evaluation methodologies
vis-a-vis the weightages are as under:

Score will be calculated for all technically qualified Firms using the following formula:

S =(T/T High x 80) + (C Low/C x 20)

Where:
S = Score of the Firm
T =Technical score of the Firm

T High = Highest Technical score among the Firms
C Low = Lowest Quote of C among the Firms
C= Quote as provide d by the Firm (please refer to Annexure 7)

The Firm securing the highest score becomes the successful Firm

For example — There are three bidders A, B and C.

Technical score will be arrived at treating the marks of the bidder scoring the highest marks
(A) in technical evaluation as 100. Technical score for other bidders (B, C, etc.) will be
computed using the formula Marks of B / Marks of highest scorer A*100.

Similarly Commercial Score of all technically cleared bidders will be arrived at taking the cost
qguoted by L1 bidder i.e., the lowest quote from all technically qualified bidders (say
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C) as 100. Marks for other bidders will be calculated using the formula Commercial Score =
Cost of L1 bidder / Cost quoted by bidder * 100.

A “Combined score” will be arrived at, taking into account both marks scored through
Technical Proposal evaluation and the nominal commercial quotes with a weightage of 80%
for the Technical Proposal and 20% for the Financial Proposal as described below.

The combined score is arrived at by adding Technical Score and Commercial Score.

The successful bidder will be the one who has highest Combined Score.

Technical Commercial )
Sr. ) ) ) ) ) ) Combined Score
Bidder |Evaluation Bid Price Technical Score |Commercial Score
No. i (out of 100)
marks (T) (in AED)
A 95 71 95/95*80 = 80.0 |60/71*20=16.9 [80.0+16.9 =96.9
B 85 65 85/95*80 =71.6 |60/65*20=18.5 [71.6+18.5=90.1
C 90 60 90/95*80 = 75.8 [60/60*20 =20.0 |75.8+20.0 =95.8
4.4 Eligibility cum Technical Proposal

Eligibility criteria for the Bidder to qualify this stage are clearly mentioned in Annexure 03.

— Eligibility Criteria Compliance to this document. The Bidder would need to provide
supporting documents as part of the eligibility proof. The Technical Proposal will also be
evaluated for technical suitability.

During evaluation of the bids, the Bank, at its discretion, may ask the Bidder for clarification
in respect of its bids. The request for clarification and the response shall be in writing, and no
change in the substance of this RFP shall be sought, offered, or permitted.

The Bank reserves the right to accept or reject any bid in whole or in parts without assigning
any reason thereof. The decision of the Bank shall be final and binding on all the Firms to this
document and the Bank will not entertain any correspondence in this regard.
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5. Terms and conditions

5.1 General
5.1.1 General Terms

The Bank expects the Firm to adhere to the terms of this RFP and would not accept any
deviations to the same.

Unless expressly overridden by the specific agreement to be entered into between the Bank
and the Firm, the RFP shall be the governing document for arrangement between the Bank
and the Firm.

The Bank expects that the Firm appointed under the RFP shall have the single point
responsibility for fulfilling all obligations and providing all deliverables and services required
by Bank, preferably from a single point.

Unless agreed to specifically by the Bank in writing for any changes to the RFP issued, the
Firm responses would not be incorporated automatically in the RFP.

5.1.2 Rules for Responding to this RFP

All responses received after the due date/time as mentioned in “Key Information on the RFP
Response Submission would be considered late and would be liable to be rejected.

All responses should be preferably in English language / Arabic (bilingual). All responses by
the Firm to this RFP shall be binding on such Firm for a period of 180 business days after
opening of the bids.

All bid responses would be deemed to be irrevocable offers/proposals from the Firms and
may be accepted by the Bank to form part of final contract between the Bank and the
selected Firm. Unsigned responses would be treated as incomplete and are liable to be
rejected.

The bids once submitted cannot be withdrawn/ modified after the last date for submission of
the bids unless specifically permitted by the Bank.

The Firm may modify or withdraw its offer after submission, provided that, the Bank prior to
the closing date and time receives a written notice of the modification or withdrawal
prescribed for submission of offers. No offer can be modified or withdrawn by the Firm
subsequent to the closing date and time for submission of the offers.
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It is mandatory to submit duly filled in details in the formats provided along with this
document. The Bank reserves the right not to allow/ permit changes in the technical
requirements and not to evaluate the offer in case of non-submission of the technical details
in the required form at or partial submission of technical details.

In case of discrepancy in soft copy and hard copy of the bids, the Firm agrees that Bank will
consider ‘ORIGINAL’ hard copy as final and it will be binding on the Firm. The Bank in this
case may also reject the offer outright.

The Firm at no point of time can excuse themselves from any claims by the Bank whatsoever
for their deviations in conforming to the terms and conditions and other schedules as
mentioned in the RFP circulated by the Bank. The Firm shall be fully responsible for
deviations to the terms & conditions etc. as proposed in the RFP.

If related parties (as defined below) submit more than one bid then both /all bids submitted
by related parties are liable to be rejected at any stage at the Bank’s discretion:

a) Bids submitted by the holding Firm and its subsidiary

b) Bids submitted by two or more Firms/ Partnership firms / LLPs having common partners
c) Bids submitted by two or more firms in the same group of promoters/ management

d) Any other bid in the sole discretion of the Bank is in the nature of multiple bids.

5.2 Others

Bank reserves the right to withdraw this RFP / cancel entire selection process at any time /
stage without assigning any reason.

Bank also reserves the right to change/add any terms and conditions of the RFP by issuing
addendum/corrigendum and putting it on its website.

If there are conflicting points in the RFP, the Bank reserves the right to take a position on the
conflicting issue which will be binding on the selected Bidder any time during the period of
contract. No appeal will be entertained.

No Commitment to Accept Lowest bid or any bid — bank shall be under no obligation to
accept the lowest price bid or any other offer received in response to this RFP. Bank will not
be obliged to meet and have discussions with any Bidder, and / or to listen to any
representations in respect of the rejection.

Responses to this RFP should not be construed as an obligation on the part of the Bank to
award a purchase contract for any services or combination of services. Failure of the Bank to
select a Firm shall not result in any claim whatsoever against the Bank. The Bank reserves the
right to reject any or all bids in part or in full, without assigning any reason whatsoever.
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By submitting a proposal, the Firm agrees to promptly contract with the Bank for any work
awarded to the Firm. Failure on the part of the awarded Firm to execute a valid contract with
the Bank will relieve the Bank of any obligation to the Firm, and a different Firm may be
selected based on the selection process.

The terms and conditions as specified in the RFP and addendums (if any which will be
notified on the Bank’s website (https://www.bankofbaroda-mu.com/tenders) thereafter are
final and binding on the Firms. In the event the Firm is not willing to accept the terms and
conditions of the Bank, the Firm may be disqualified. Any additional or different terms and
conditions proposed by the Firm would be rejected unless expressly accepted by the Bank in
writing.

The selected Firm must strictly adhere to the delivery dates or lead times identified in their
proposal and as agreed by the Bank. Failure to meet these delivery dates, unless it is due to
reasons entirely attributable to the Bank, may constitute a material breach of the Firm’s
performance. In the event that the Bank is forced to cancel an awarded contract (relative to
this RFP) due to the Firm’s inability to meet the established delivery dates or any other
reasons attributing to the Firm then that Firm will be responsible to compensate for any re-
procurement costs suffered by the Bank.

The Firm represents that the Technical Proposal to be submitted in response to this RFP shall
meet the proposed RFP requirement. If any services, functions or responsibilities not
specifically described in this RFP are an inherent, necessary or customary part of the
deliverables or services and are required for proper performance or provision of the
deliverables or services in accordance with this RFP, they shall be deemed to be included
within the scope of the deliverables or services, as if such services, functions or
responsibilities were specifically required and described in this RFP and shall be provided by
the firm at no additional cost to the Bank.

The Firm also acknowledges that the Bank relies on this statement of fact, therefore neither
accepting responsibility for, nor relieving the Firm of responsibility for the performance of all
provisions and terms and conditions of this RFP, the Bank expects the Firm to fulfil all the
terms and conditions of this RFP. The modifications, which are accepted by the Bank, shall
form a part of the final contract.

All terms and conditions, payments schedules, time frame for expected service levels as per
this RFP will remain unchanged unless explicitly communicated by the Bank in writing to the
Firm. The Bank shall not be responsible for any judgments made by the Firm with respect to
any aspect of the Service.

RFP to conduct an independent external audit on the compliance and effectiveness of our abidance to the cyber and technology risk
management practices as per the guidelines issued by the Bank of Mauritius -Bank of Baroda Mauritius

BANK INTERNAL 39|Page




Z} Bank of Baroda
Mauritius Operations

Representation

The Bank and the Firm covenants and represent to the other Party the following:

a)

b)

It is duly incorporated, validly existing and in good standing under the laws of the state in
which such Party is incorporated.

It has the corporate power and authority to enter into Agreements and perform its
obligations there under. The execution, delivery and performance of terms and
conditions under Agreements by such Party and the performance of its obligations there
under are duly authorized and approved by all necessary action and no other action on
the part of such Party is necessary to authorize the execution, delivery and performance
under an Agreement.

The execution, delivery and performance under an Agreement by such Party:

a)

b)

d)

Will not violate or contravene any provision of its documents of incorporation;

Will not violate or contravene any law, statute, rule, regulation, licensing requirement,
order, writ, injunction or decree of any court, governmental instrumentality or other
regulatory, governmental or public body, agency or authority by which it is bound or by
which any of its properties or assets are bound;

Except to the extent that the same have been duly and properly completed or obtained,
will not require any filing with, or permit, consent or approval of or license from, or the
giving of any notice to, any court, governmental instrumentality or other regulatory,
governmental or public body, agency or authority, joint venture party, or any other entity
or person whatsoever;

To the best of its knowledge, after reasonable investigation, no representation or
warranty by such Party in this Agreement, and no document furnished or to be furnished
to the other Party to this Agreement, or in connection herewith or with the transactions
contemplated hereby, contains or will contain any untrue or misleading statement or
omits or will omit any fact necessary to make the statements contained herein or therein,
in light of the circumstances under which made, not misleading. There have been no
events or transactions, or facts or information which has come to, or upon reasonable
diligence, should have come to the attention of such Party and which have not been
disclosed herein or in a schedule hereto, having a direct impact on the transactions
contemplated hereunder.

The Firm shall undertake to provide appropriate human as well as other resources required,

to execute the various tasks assigned as part of the assignment, from time to time.
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The Bank would not assume any expenses incurred by the Firm in preparation of the
response to this RFP and also would not return the proposal documents to the Firms

The Bank will not bear any costs incurred by the Firm for any discussion, presentation,
demonstrations etc. on proposals or proposed contract or for any work performed in
connection therewith.

5.3 Other RFP Requirements

This RFP may undergo change by either additions or deletions or modifications before the
actual award of the contract by the Bank. The Bank also reserves the right to change any
terms and conditions including eligibility criteria of the RFP and its subsequent addendums as
it deems necessary at its sole discretion.

The Bank may revise any part of the RFP, by providing a written addendum at any stage till
the award of the contract. The Bank reserves the right to issue revisions to this RFP at any
time before the award date. The addendums, if any, shall be published on the Bank’s website
only.

The Bank reserves the right to extend the dates for submission of responses to this
document.

Firms shall have the opportunity to clarify doubts pertaining to the RFP in order to clarify any
issues they may have prior to finalizing their responses. All questions are to be submitted to
the RFP Co-ordinator mentioned in “Key Information on the RFP Response Submission”, and
should be received by the nominated point of contact in writing through email before the
scheduled date as indicated in the schedule of timeframe. Responses to inquiries and any
other corrections and amendments will be published on Bank’s website in the form of
addendum to the RFP or through electronic mail; the preference for distribution would be
with the Bank. The Firm, who posed the question, will remain anonymous.

Preliminary Scrutiny — The Bank will scrutinize the offers to determine whether they are
complete, whether any errors have been made in the offer, whether required
documentation has been furnished, whether the documents have been properly signed, and
whether items are quoted as per the schedule. The Bank may, at its discretion, waive any
minor non-conformity or any minor deficiency in an offer. This shall be binding on all Firms
and the Bank reserves the right for such waivers and the Bank’s decision in the matter will be
final.

Clarification of Offers — To assist in the scrutiny, evaluation and comparison of offers, the
Bank may, at its discretion, ask some or all Firms for clarification of their offer. The Bank has
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the right to disqualify the Firm whose clarification is found not suitable to the proposed
assignment.

No Commitment to Accept Lowest Financial Proposal by value for this RFP — The Bank shall
be under no obligation to accept the lowest price bid or any other offer received in response
to this RFP and shall be entitled to reject any or all offers including those received late or
incomplete offers without assigning any reason whatsoever. The Bank reserves the right to
make any changes in the terms and conditions of the contract. The Bank will not be obliged
to meet and have discussions with any Firm, and/ or to listen to any representations unless
there is change in the terms and conditions of the contract.

Alterations — The offers containing erasures or alterations will not be considered. There
should be no hand-written material, corrections or alterations in the offer. Technical details
must be completely filled up. Correct information of the equipment being offered must be
filled in. Filling up of the information using terms such as “OK”, “accepted”, “noted”, “as
given in brochure / manual” is not acceptable. The Bank may treat the offers not adhering to
these guidelines as unacceptable.

Fixed price— The Financial Proposal shall contain the commercial bid which preferably should
be exclusive of VAT / Taxes.

Right to Alter Scope — The Bank reserves the right to alter the requirements specified in the
RFP. The Bank also reserves the right to add/ modify/ delete one or more units from the list
of items specified as part of the requirements for the period of the contract. Further, the
Firm agrees that the prices quoted by the Firm would be proportionately adjusted with such
additions/ modifications/ deletions in scope.

If the Bank is not satisfied with the specifications as specified in the RFP and observes major
deviations, the proposals of such Bidders will not be short-listed for further evaluation. No
further discussions shall be entertained with such Bidders in respect of the proposal
submission.

The Bidder shall indemnify, protect and save the Bank against all claims, losses, costs,
damages, expenses, action, suits and other proceedings, resulting from infringement of any
Patent, Trade Marks, Copyrights etc. or such other statutory infringements under all the
prevailing laws in respect of deliverables/ output/ material supplied by them to the Bank
from whatsoever source, provided the Bank notifies the Bidder in writing as soon as
practicable when the Bank becomes aware of the claim.

The selected Bidder shall perform its obligations under this RFP as an independent contractor
to the Bank, and shall not be permitted to engage any subcontractors to perform any of the
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Deliverables or Services. Neither this RFP nor the Bidder’s performance of obligations under
this RFP shall create an association, partnership, joint venture, or relationship of principal
and agent, master and servant, or employer and employee, between the Bank and the Bidder
or its employees, subcontractor; and neither Party shall have the right, power or authority
(whether expressed or implied) to enter into or assume any duty or obligation on behalf of
the other Party.

The Bidder shall solely be responsible for all payments (including any statutory payments) to
its employees and shall ensure that at no time shall its employees, personnel or agents hold
themselves out as employees or agents of the Bank, nor seek to be treated as employees of
the Bank for any purpose, including claims of entitlement to fringe benefits provided by the
Bank, or for any kind of income or benefits. The Bidder alone shall file all applicable tax
returns for all of its personnel assigned hereunder in a manner consistent with its status as
an independent contractor of services; and the Bidder will make all required payments and
deposits of taxes in a timely manner.

5.4 Contract Commitment

The Bank intends that the contract commitment, which is contemplated herein with the
successful Firms, shall be for a period as defined by the Bank as per the specifications
contained in this RFP.

5.5 Payment Terms

The payment would be made to the Firm by the Bank as per the terms of individual
engagement terms and conditions agreed from time to time, within the ambit of the master
agreement entered.

The bidder must accept the payment terms proposed by the Bank. The commercial bid
submitted by the bidders must be in conformity with the payment terms proposed by the
Bank. Any deviation from the proposed payment terms would not be accepted. The Bank
shall have the right to withhold any payment due to the bidder, in case of delays or defaults
on the part of the bidder. Such withholding of payment shall not amount to a default on the
part of the Bank. If any of the items / activities as mentioned in the price bid is not taken up
by the bank during the course of the assignment, the bank will not pay the professional fees
quoted by the vendor in the price bid against such activity / item.

The payment will be released as follows:
e 30% on signing contract
e 50% of on submission of report and letter to Bank of Mauritius
e 20% after final revalidation and re testing within the engagement period.
*The payment terms can be amended subject to the mutual agreement of both parties
while execution of contract.
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There shall be no escalation in the prices once the prices are fixed and agreed to by the Bank
and the selected bidder. Payment will be released by Bank as per above payment terms on
submission of mentioned supporting documents.

The Bank will pay invoices within a period of 30 days from the date of receipt of undisputed
invoices. Any dispute regarding the invoice will be communicated to the selected bidder
within 15 days from the date of receipt of the invoice. After the dispute is resolved, Bank
shall make payment within 15 days from the date the dispute stands resolved.

5.6 Sub-contracting

Sub-contracting is not permitted.

6. Specific Terms and Conditions

6.1 Dispute Resolution

The Bank and the Firm shall make every effort to resolve amicably, by direct/informal
negotiation between the respective project managers of the Bank and the Firm, any
disagreement or dispute arising between them under or in connection with the contract.

If the Bank’s project manager/ Co-ordinator and the Firm project manager/ director/ Partner
are unable to resolve the dispute after thirty business days from the commencement of such
informal negotiations, they shall immediately escalate the dispute to the senior authorized
personnel designated by the Firm and the Bank respectively.

If after thirty business days from the commencement of such negotiations between the
authorized personnel designated by the Firm and the Bank, the Bank and the Firm have been
unable to resolve contractual dispute amicably, either party may require that the dispute be
referred for resolution through formal arbitration or litigation as agreed between the parties.

6.2 Governing Laws

The RFP and subsequent contract shall be governed and construed and enforced in
accordance with the laws of MAURITIUS, and both parties shall agree that in respect of any
dispute arising upon, over or in respect of any of the terms of this Agreement, only the court
in Mauritius shall have exclusive jurisdiction to try and adjudicate such disputes to the
exclusion of all other courts.

6.3 Notices and other Communication

If a notice has to be sent to either of the parties following the signing of the contract, it has
to be in writing and shall be sent personally or by certified or registered post with
acknowledgement due or overnight courier or email duly transmitted, facsimile/fax
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transmission (with hard copy to follow for email), addressed to the other party at the
addresses and email.

Contact detail of the authorised person from the Bank

Vice President

Bank of Baroda, Mauritius Operations

Bank of Baroda,

4t Floor, Territory Office, Port Louis, Mauritius
Sir William Newton Street

Email: vp.mauritius@bankofbaroda.com

Notices shall be deemed given upon receipt, except that notices sent by registered post in a
correctly addressed envelope shall be deemed to be delivered within 5 business days
(excluding bank holidays) after the date of mailing/ dispatch and in case the communication
is made by facsimile transmission or email, on business date immediately after the date of
successful facsimile/email transmission (that is, the sender has a hard copy of a confirmation
page evidencing that the facsimile was completed in full to the correct fax number or email
sent to correct email address).

Any Party may change the address, email address and fax number to which notices are to be
sent to it, by providing written notice to the other Party in one of the manners provided in
this section.

6.4 Force Majeure

The Firm shall not be liable for forfeiture of its performance security, liquidated damages,
penalties or termination for default, if any to the extent that its delay in performance or
other failure to perform its obligations under the contract is the result of an event of Force
Majeure.

For purposes of this Clause, “Force Majeure” means an event explicitly beyond the
reasonable control of the Firm and not involving the Firm’s fault or negligence and not
foreseeable.

If a Force Majeure situation arises, the Firm shall promptly notify the Bank in writing of such
conditions and the cause thereof within 7 business days. Unless otherwise directed by the
Bank in writing, the Firm shall continue to perform Firm’s obligations under this Agreement
as far as is reasonably practical, and shall seek all reasonable alternative means for
performance not prevented by the Force Majeure event.
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In such a case the time for performance shall be extended by a period(s) not less than
duration of such delay. If the duration of delay continues beyond a period of three months,
the Bank and the Firm shall hold consultations in an endeavour to find a solution to the
problem.

6.5 Assignment

The Firm agrees that it shall not be entitled to assign any or all of its rights and or obligations
under this RFP and subsequent Agreement to any entity including the Firm’s affiliate without
the prior written consent of the Bank.

If the Bank undergoes a merger, amalgamation, takeover, consolidation, reconstruction,
change of ownership, etc., this RFP along with the subsequent Addendums published shall be
considered to be assigned to the new entity and such an act shall not affect the rights of the
Firm under this RFP.

6.6 Waiver

No failure or delay on the part of either party relating to the exercise of any right power
privilege or remedy provided under this RFP document or subsequent agreement with the
other party shall operate as a waiver of such right power privilege or remedy or as a waiver
of any preceding or succeeding breach by the other party nor shall any single or partial
exercise of any right power privilege or remedy preclude any other or further exercise of
such or any other right power privilege or remedy provided in this RFP document all of which
are several and cumulative and are not exclusive of each other or of any other rights or
remedies otherwise available to either party at law or in equity.

6.7 Confidentiality

Separate Non-Disclosure Agreement (NDA) will be signed by successful bidder.

The confidentiality obligations shall survive the expiry or termination of the agreement
between the Firm and the Bank.

6.8 Termination

The Bank shall have the option to terminate subsequent agreement and/ or any particular
order, in whole or in part by giving Firm at least 30 business days prior notice in writing. It is
clarified that the Firm shall not terminate this RFP & the subsequent Agreement for
convenience.

However, the Bank will be entitled to terminate this RFP and any subsequent agreement, if
Firm breaches any of its obligations set forth in this RFP and any subsequent agreement and
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e Such breach is not cured within forty-five (45) business days after Bank sends written
notice; or

e If such breach is not of the type that could be cured within forty-five (45) business days,
failure by Firm to provide Bank, within forty-five (45) business days, with a reasonable
plan to cure such breach, which is acceptable to the Bank.

Immediately upon the date of expiration or termination of the RFP and subsequent
Agreement, the Bank shall have no further obligation to pay any fees for any periods
commencing on or after such date.

Without prejudice to the rights of the Parties, upon termination of the scope of work allotted
in this RFP and subsequent Agreement, the Bank shall pay to Firm, within thirty (30) business
days of such termination or expiry, of the following:

e All the undisputed fees outstanding till the date of termination;

Upon the termination or expiry of this RFP and subsequent Agreement: The rights granted to
the Firm shall immediately be terminated.

Upon the Bank’s request in writing, the Firm shall be under an obligation to transfer to the
Bank or its designee(s) the deliverables being used by the Firm to perform the services free
and clear of all liens, security interests, or other encumbrances at a value calculated as
stated. The obligation to maintain confidentiality will survive for a period of 5 years.

6.9 Publicity

Any publicity by the Firm in which the name of the Bank is to be used should be done only
with the explicit written permission of the Bank.

6.10 Solicitation of Employees

The Firm during the term of the contract shall not without the express written consent of the
Bank, directly or indirectly: a) recruit, hire, appoint or engage or attempt to recruit, hire,
appoint or engage or discuss employment with or otherwise utilize the services of any person
who has been an employee or associate or engaged in any capacity, by the Bank in rendering
services in relation to the contract; or b) induce any person who shall have been an
employee or associate of the Bank at any time to terminate his/ her relationship with the
Bank.

6.11 Inspection of Records

All Firm records with respect to any matters covered by this RFP shall be made available to
auditors and/or inspecting officials of the Bank and/or the Bank of the MAURITIUS and/or
any regulatory authority, at any time during normal business hours, as often as the Bank
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deems necessary, to audit, examine, and make excerpts or transcripts of all relevant data.
The said records are subject to examination accordingly.

6.12 Compliance with Laws

The Firm shall undertake to observe, adhere to, abide by, comply with and notify the Bank
about all the prevailing laws in force or as are or as made applicable in future, pertaining to
or applicable to them, their business, their employees or their obligations towards them and
all purposes of this RFP.

The Firm shall promptly and timely obtain all such consents, permissions, approvals, licenses,
etc., as may be necessary or required for any of the purposes of this assignment or for the
conduct of their own business under any applicable Law, the Government
Regulation/Guidelines and shall keep the same valid and in force during the term of the
assignment, and in the event of any failure or omission to do so, shall indemnify, keep
indemnified, hold harmless, defend, protect and fully compensate the Bank and its
employees/ officers/ staff/ personnel/ representatives/agents from and against all claims or
demands of liability and all consequences that may occur or arise for any default or failure on
its part to conform or comply with the above and all other statutory obligations arising there
from and the Bank will give notice of any such claim or demand of liability within reasonable
time to the Firm.

The Firm is not absolved from its responsibility of complying with the statutory obligations as
specified above.

6.13 Order Cancellation

The Bank will provide the selected Firm a remedy period of 30 business days to rectify a
default or given situation. The Bank will provide in writing the nature of the default to the
selected Firm through a letter or mail correspondence. The 30-business day time period will
commence from the day the Bank has sent such correspondence to the selected Firm.

The Bank reserves its right to cancel the bid in the event of one or more of the following
situations, that are not occasioned due to reasons solely and directly attributable to the Bank
alone.

6.14 Indemnity

The Firm shall indemnify the Bank, and shall always keep indemnified and hold the Bank, its
employees, personnel, officers, directors, (hereinafter collectively referred to as “Personnel”)
harmless from and against any and all losses, liabilities, claims, actions, costs and expenses
(including attorneys’ fees) relating to, resulting directly or indirectly from or in any way
arising out of any claim, suit or proceeding brought against the Bank as a result of:
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e The Bank’s authorized/ bonafide use of the Deliverables and /or the Services provided by
the Firm under this RFP; and/or

* an act or omission of the Firm and/or its employees, in performance of the obligations
under this RFP; and/or

¢ claims made by employees who are deployed by the Firm, against the Bank; and/or claims
arising out of employment, non-payment of remuneration and non-provision of statutory
benefits by the Firm to its employees

e breach of any of the term of this RFP or breach of any representation or false
representation or inaccurate statement or assurance or covenant or warranty of the Firm
under this RFP; and/or

e any or all Deliverables or Services infringing any patent, trademarks, copyrights or such
other Intellectual Property Rights; and/or

¢ breach of confidentiality obligations of the Firm contained in this RFP; and/or
¢ Negligence or gross misconduct attributable to the Firm or its employees.

Indemnity shall exclude indirect, consequential and incidental damages. However, Indemnity
would cover damages, loss or liabilities actually suffered by the Bank arising out of claims
made by customer and / or regulatory authorities for reasons attributable to breach of
obligations under this RFP and subsequent agreement by the Firm.

In the event of bidder not fulfilling its obligations under this clause within the period
specified in the notice issued by the BOB, Bank has the right to recover the amounts due to it
under this provision from any amount payable to the successful bidder under this project.

The indemnities under this clause are in addition to and without prejudice to the indemnities
given elsewhere in this RFP / subsequent agreement.

6.15 Corrupt and Fraudulent Practices

It is required that Firms/ Suppliers/ Contractors observe the highest standard of ethics during
the procurement and execution of such contracts in pursuance of this policy:

e “Corrupt Practice” means the offering, giving, receiving or soliciting of anything of values
to influence the action of an official in the procurement process or in contract execution
AND
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e “Fraudulent Practice” means a misrepresentation of facts in order to influence a
procurement process or the execution of contract to the detriment of the Bank and
includes collusive practice among Firms (prior to or after bid submission) designed to
establish bid prices at artificial non-competitive levels and to deprive the Bank of the
benefits of free and open competition.

The Bank reserves the right to declare a Firm ineligible, either indefinitely or for a stated
period of time as per the Bank’s discretion, to be awarded a contract if at any time it
determines that the Firm has engaged in corrupt or fraudulent practices in competing for or
in executing the contract.

6.16 Violation of Terms

The Bank shall be entitled to an injunction, restraining order, right for recovery, suit for
specific performance or such other equitable relief as a court of competent jurisdiction may
deem necessary or appropriate to restrain the Firm from committing any violation or enforce
the performance of the covenants, obligations and representations contained in this RFP.
These injunctive remedies are cumulative and are in addition to any other rights and
remedies the Bank may have at law or in equity, including without limitation a right for
recovery of any amounts and related costs and a right for damages.

6.17 Authorized Signatory

The selected Firm shall indicate the authorized signatories who can discuss and correspond
with the Bank, with regard to the obligations under the contract. The selected Firm shall
submit, at the time of signing the contract, a letter signed by all the partners, authorizing an
official or officials of the Firm or a Power of Attorney copy to discuss, sign
agreements/contracts with the Bank. The Firms shall furnish proof of signature identification
for above purposes as required by the Bank.

6.18 Privacy Policy

The selected Firm shall execute a Non-Disclosure Agreement (NDA) and Service level
agreement (SLA). The selected firm shall execute the NDA & SLA within 30 business days
from the date of acceptance of letter of appointment.

6.19 Right to Reject Proposals

The Bank reserves the absolute and unconditional right to reject the response to this RFP if it
is not in accordance with its requirements and no correspondence will be entertained by the
Bank in the matter. Proposals received from Respondents are liable to be rejected if:

e [tis notin conformity with the instructions mentioned in the RFP document.
e Itis not properly or duly signed.
e Itisreceived through e mail / fax.
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e ltisreceived after expiry of the due date and time.

e [tisincomplete including non- furnishing the required documents.

e |tis evasive or contains incorrect information.

e There is canvassing of any kind.

e ltis submitted anywhere other than the place mentioned in the RFP.

6.20 Limitation of Liability

1. The Firm’s aggregate liability, in connection with obligations undertaken as a part of this
Assignment, whether arising under this assignment regardless of the form or nature of the
action giving rise to such liability (whether in contract, tort or otherwise), other than the
circumstances mentioned in the Para 2 of this clause, shall be limited to the total contract
value/total bidding value.

2. The Firm’s liability in case of claims against the Bank resulting from its wilful misconduct or
gross negligence, or loss suffered by Bank due to damage to real or tangible or intangible
property by Service Provider, its employees and/ or subcontractors or loss suffered by
Bank, due to infringement of patents, trademarks, copyrights or such other Intellectual
Property Rights or breach of confidentiality obligations committed by the Firm shall be
irrevocable, unconditional and on actuals.

3. Under no circumstances, Bank shall be liable to the Firm for direct, indirect, incidental,
consequential, special or exemplary damages arising from termination of this Agreement,
even if Bank has been advised of the possibility of such damages.

7. Disclaimer

Subject to any law to the contrary, and to the maximum extent permitted by law, the Bank
and its directors, officers, employees, contractors, representatives, agents, and advisors
disclaim all liability from any loss, claim, expense (including, without limitation, any legal
fees, costs, charges, demands, actions, liabilities, expenses or disbursements incurred therein
or incident al thereto) or damage, (Whether foreseeable or not) (“Losses”) suffered by any
person acting on or refraining from acting because of any presumptions or information
(whether oral or written and whether express or implied), including forecasts, statements,
estimates, or projections contained in this RFP document or conduct ancillary to it whether
or not the Losses arises in connection with any ignorance, negligence, inattention,
casualness, disregard, omission, default, lack of care, immature information, falsification or
misrepresentation on the part of the Bank or any of its directors, officers, employees,
contractors, representatives, agents, or advisors.
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ANNEXURE-1
Technical Proposal Covering Letter

To,

Date:

The RFP Coordinator
Bank of Baroda, Mauritius

Sir William Newton Street

Port Louis

Sub:

Selection of Consultant to enhance the Compliance Framework for Bank of Baroda’s

MAURITIUS Operations in accordance with the supervisory expectations of both the Bank of
MAURITIUS and the Reserve Bank of India.

1)

2)

3)

4)

5)

6)

7)

8)

Having examined the above RFP including all Annexure, the receipt of which is hereby
duly acknowledged, we, the undersigned, offer to undertake the services in
conformity with the said RFP in accordance with the Prices indicated in the
Commercial Offer and made part of this Bid.

If our Offer is accepted, we undertake to provide service as per the timelines defined
by the Bank from the date of commencement of services.

We agree to abide by this offer till 180 business days from the date of Financial
Proposal opening and our offer shall remain binding upon us and may be accepted by
the Bank any time before expiry of that period.

Until a formal contract is prepared and executed, this offers together with the Bank's
written acceptance thereof and the Bank's notification of award shall constitute a
binding contract between us.

We confirm that we have not made any changes in the offer documents, except for
filling in appropriate columns.

We confirm that our Firm has not been black listed/ debarred by any Government
Financial Institutions/Banks/ BOM/ RBI/ ICAI/ IBA/ Government/ Semi-Government
departments/ PSU’s in India/ or any other authority in MAURITIUS.

We confirm that our Firm do not have any pecuniary liability nor any judicial
proceedings or any restraint restricting us in fulfilling the services.

We understand that the Bank is not bound to accept the offer and the Bank has right
to reject the offer in full or part without assigning any reasons, whatsoever.
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Signature of the Authorized Signatory

Name:
Designation:
Name of the Firm:
Address:

ANNEXURE-2
Letter of Authorization to Bid

To, Date:
The RFP Coordinator

Bank of Baroda, Mauritius

Sir William Newton Street

Port Louis

Dear Sir,
SUB: Authorization Letter for submitting bid documents.

REF: Selection of a consultant to enhance the Compliance Framework detailed in scope, for
Bank of Baroda MAURITIUS Operations in accordance with the supervisory expectations i.e.
Bank of MAURITIUS...

This has reference to your above RFP for selection of a consultant to enhance the Compliance
Framework detailed in scope, for Bank of Baroda MAURITIUS Operations in accordance with
the supervisory expectations i.e. Bank of MAURITIUS..Mr / Ms....... is hereby authorized to
submit the bid documents and to sign the contract on behalf of our organization for all the
services required by the Bank as called for vide the Bank’s request for proposal vide above
referred RFP on behalf of our organization. We confirm that the person so authorized above
has digital signatures and confirm that all the prices quoted by him shall be binding on us.
He/ She is also authorized to take decisions on behalf of the firm till RFP process is
completed.

Certified photocopy of Power of Attorney (POA) of the person authorizing such person is duly
submitted.

We hereby extend our full guarantee and warranty as per Clauses of Contract for the goods
and services offered for supply by the Firm against this RFP.
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The specimen signature is attested below:

Specimen signature of the Representative

Signature of the Authorizing Authority

Name of the Authorizing Authority (Certified Xerox copy of POA of authorized

Signatory/authority is to be submitted)

Note:

1) This letter of authority should be on the letterhead of the principal on whose behalf the
proposal is submitted and should be signed by a person competent and having the power

of attorney to bind the principal. It should be included by the Firm in its proposal

ANNEXURE-*3
Eligibility Criteria

1. Cut-off date for eligibility criteria is the Date of Publication of RFP

Sl. Details Support Documents to be submitted

1 The Bidder Firm should not have any adverse | A Suitable undertaking / declaration should be
remark against the firm with the Regulators / | submitted by the firm to this effect.
Statutory Authorities / various Law Enforcing
Agencies in any jurisdiction.

3 Bidder should have undertaken similar | Satisfactory project completion certificate or
assignment in at least 3 banks in MAURITIUS | purchase order or agreement copy
in last 5 years.

4 Bidder should have a full-fledged office in | Details to be provided for office in Mauritius for
MAURITIUS for at least last five years. last five years.

5 Bidder should have well qualified and skilled | Detail team profile with their education

employee and those have minimum ----- qualification and experience details.
years of experience in financial crime

compliance.
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ANNEXURE 3.1

Technical Evaluation

To, Date:
The RFP Coordinator

Bank of Baroda, Mauritius

Sir William Newton Street

Port Louis

Sub: Selection of a consultant to enhance the Compliance Framework detailed in scope,
for Bank of Baroda MAURITIUS Operations in accordance with the supervisory expectations

i.e. Bank of MAURITIUS.

Having examined the above RFP including all Annexure, the undersigned submit following

information and supporting document for technical evaluation.
Name of the company:
Registered Address:

No.

Particulars

Maximum
Eligible
Marks

Overall Profile of the firm

The number of qualified CAMS/CGSS/CDSS any compliance related global accredited

in MAURITIUS. More than 10 and up to 30 — 20 Marks
ii. More than 8 and upto 30 — 15 Marks
iii. More than 5 and upto 20 — 10 Marks

certified team members, with minimum 3 year of experience of Compliance Department

20

1.2

Number of clients served as in last 5 years for similar assighment/department.
i More than 8 — 15 Marks
ii. More than 5 but less than or equal to 8 — 10 Marks
iii. More than 3 but less than or equal to 5 — 05 Marks

15

Past Experience

No. of years of experience of the client in the Compliance Department/Regulatory
Compliance.

iv. More than 10 Years — 20 Marks

V. More than 8 Years upto 10 Years — 15 Marks

vi. More than 5 Years upto 8 Years — 10 Marks

vii. Less than 5 Years — 5 Marks

Understanding of the scope & proposed approach

Understanding of the scope of the assighnment demonstrated in the response to the
RFP, Technical approach & Methodology (Bidder should submit a write-up showing the
approach & methodology for the mentioned scope of the work)

(Subjective and score to be decided by the Bank based upon response to the RFP)

15

Technical Profile
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Presentation by bidders and evaluation by Internal committee. 30
(Marks to be assigned by an Internal Committee based on the methodology, work
plan & presentations)

Total 100

Certificate of registration with authority/ies, Copy of Trade License / other Certificates if any
are attached herewith.

Experience — Experience of Firm/Company having relevant experience of Consultant
Name of Entity From — To Date Tenure

1

2

3

Engagement letter received from Bank is attached herewith.

Signature of the Authorized Signatory
Name:

Designation:

Name of the Firm:

Address:
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ANNEXURE-4
Approach, Methodology and Work Plan

The Firm should submit the Approach, Methodology and work plan in one integrated
document for each area of work mentioned in the scope. It should highlight the proposed
approach and methodology for delivery of the assignment proposed given the understanding
of the Bank. Team structure and staffing pattern should be highlighted clearly in the light of
the Bank’s stipulation for deploying an experienced team with the requisite skill sets to
deliver the scope of the assignment.

The project scope is as defined in the RFP. The work order for the specific areas requiring
consultancy services shall be issued to any of the firms duly selected from this process from

time to time as per the requirement of the bank.

ANNEXURE 5
Team Profile

Profile of proposed Team members

Number of members to be assigned

No. of staffs available with understanding of handling

development of application scorecard and related areas.

We hereby acknowledge that the information provided by us is true and to the best of our
knowledge.

Signature of the Authorized Signatory

Name:

Designation:

Name of the Firm:

Address:
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ANNEXURE 6

Proposed List of Key Personnel
The list should include the team leader and key team members with their proposed role in

the assignment

Sr. No.|[Name

Age

Present
Location

Experience
relevant to RFP

Proposed role
in the
Assignment

Employee ID
no. as issued
by the
company

List of personnel to be deployed for the assignment to be furnished with details as per the

table above.

Personnel proposed to be deployed to the bank must be having knowledge of handling
development of application scorecard in other large banks or minimum bank with similar size
of Bank of Baroda - MAURITIUS.

The Bank shall reserve the right to seek the change of resource personnel in case on need.

Signature of the Authorized Signatory

Name:

Designation:
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ANNEXURE-7
Financial Proposal Format

Bank of Baroda, MAURITIUS Operations

Financial Proposal

SL

Service Name

Cost

Development of Financial Crime Risk Assessment Methodology (including
Proliferation Financing Risk).

Preparation and submission of Financial Crime Risk Assessment Report
(including Proliferation Financing Risk).

Preparation and submission of Risk Appetite Statement (including
Proliferation financing risk).

Evaluation of Customer Risk Assessment model.

Assessment of ML/TF/PF& Sanctions Typologies.

Transaction monitoring scenarios analysis, revision, testing, fine tuning.

Development of regulatory compliance framework.

[ RIS ES

Vetting &Alignment of Compliance Department’s Policies and SOPs with
Bank of MAURITIUS Guidelines/regulations/notices on Compliance-

AML/CFT/PF & Sanctions Framework for Bank of Baroda, MAURITIUS.

Assessing applicability of Policies and SOPs as per three line of defence
models in the bank.

10

Presentation of the overall outcome/assessment/rectification measures
along with action plan/recommendation to the Bank for implementation.

11

Detailed back papers with methodology Document as per the standard
guidelines of CBMAURITIUS.

12

Conducting knowledge transfer sessions/meetings for the Bank staff.

Any other charges proposed may be mentioned in separate table.

*

Expenses etc.). The Bank shall not entertain any other claims over and above the fee
specified in the Financial Proposal. No additional fee will be paid by the Bank for time over

Service charges (exclusive of VAT) quoted above shall be inclusive of Professional Service
and Out of Pocket Expenses (such as Travel, Lodging and Boarding, Printing, Administrative

run.
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ANNEXURE 8

Undertaking

(This letter should be on the letterhead of the bidder duly signed by an
authorizedsignatory)

To,

The RFP Coordinator
Bank of Baroda, Mauritius

Sir William Newton Street
Port Louis

Sir,

Sub: for selection of a consultant to enhance the Compliance Framework detailed in scope,

for Bank of Baroda MAURITIUS Operations in accordance with the supervisory expectations
i.e. Bank of MAURITIUS...
Having examined the RFPs including all Annexure and Appendices, the receipt of which is

hereby duly acknowledged, we, the undersigned offer to supply, deliver, implement and

commission ALL the terms mentioned in the Request for Proposa

III

and the other schedules

of requirements and services for Bank of Baroda in conformity with the said RFPs in

accordance with the schedule of Prices indicated in the Price Bid and made part of this

Tender.

1)

2)

3)

4)

5)

If our Bid is accepted, we undertake to comply with the delivery schedule as mentioned
in the RFP.

We agree to abide by this Financial Proposal for 180 business days from the date of the
Financial Bid opening and our Offer shall remain binding on us and may be accepted by
the Bank any time before expiry of the offer.

This Bid, together with your written acceptance thereof and your notification of award,
shall constitute a binding Contract between us.

We agree that the Bank is not bound to accept the lowest or any Bid the Bank may
receive.

We certify that we have provided all the information requested by the Bank in the format
requested for. We also understand that the Bank has the exclusive right to reject this
offer in case the Bank is of the opinion that the required information is not provided or is
provided in a different format.

Dated this.......ccoeeeveceis cveeeeeeeeiins BY o, 20

Yours faithfully,

Signature of the Authorized Signatory

Name:

Designation:
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Name of the Firm:

Address:

ANNEXURE 9

Declaration for Conformity with Hardcopy Letter

(This letter should be on the letterhead of the bidder duly signed by an authorized
signatory)

To,

The RFP Coordinator
Bank of Baroda, Mauritius
Sir William Newton Street
Port Louis

Sir,

Sub: Selection of a consultant to enhance the Compliance Framework detailed in scope, for
Bank of Baroda MAURITIUS Operations in accordance with the supervisory expectations
i.e. Bank of MAURITIUS....

.Further to our proposal dated ............. , in response to the Request for Proposal (Bank’s
tender No. here in after referred to as “RFP”) issued by Bank of Baroda (“Bank”) we hereby
covenant, warrant and confirm as follows:

The soft-copies of the proposal submitted by us in response to the RFP and the related
addendums and other documents including the changes made to the original RFPs issued by
the Bank, conform to and are identical with the hard-copies of aforesaid proposal submitted
by us, in all respects.

Yours faithfully,

Signature of the Authorized Signatory

Name:

Designation:

Name of the Firm:

Address:
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ANNEXURE 10
Conformity Letter

(This letter should be on the letterhead of the bidder duly signed by an authorized
signatory)

To,

The RFP Coordinator
Bank of Baroda, Mauritius
Sir William Newton Street
Port Louis

Sir,

Sub: Selection of a consultant to enhance the Compliance Framework detailed in scope, for
Bank of Baroda’s MAURITIUS Operations in accordance with the supervisory expectations
i.e. Bank of MAURITIUS..

Further to our proposal dated .......... , in response to the Request for Proposal (Bank’s tender
No. hereinafter referred to as “RFP”) issued by Bank of Baroda (“Bank”) we hereby covenant,
warrant and confirm as follows:

We hereby agree to comply with all the terms and conditions / stipulations as contained in the RFP
and the related addendums and other documents including the changes made to the original RFPs
issued by the Bank shall form a valid and binding part of the aforesaid RFP document. The Bank is
not bound by any other extraneous matters or deviations, even if mentioned by us elsewhere
either in our proposal or any subsequent deviations sought by us, whether orally or in writing, and
the Bank’s decision not to accept any such extraneous conditions and deviations will be final and
binding on us.

Yours faithfully,

Signature of the Authorized Signatory

Name:
Designation:
Name of the Firm:

Address:
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